
Running CentOS Stream in 
Production

A Case Study in Boring Tech



Who are we??
Robby Callicotte

● DevOps Team Supervisor
● Fedora Package Maintainer
● CentOS Alt Images SIG

Salman Butt

● SysOps Team Supervisor
● Fedora Package Maintainer
● Linux Enthusiast



How did we get here?
Brief history of CentOS

● Started in 2004[1]
● RedHat sponsored in 2014

The change to Stream

● Announced in 2019 by Chris Wright[2]
● The Future is Stream by Rich Bowen[3]



How did we get here?
The changing ecosystem

● Alma Linux
● Rocky Linux
● Suse
● Oracle
● OpenELA
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CentOS Stream Lifecycle 



Super scientific usage survey
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Survey conducted via Google forms in July 2023



Our philosophy
● Use internal mirroring as much as possible to pin release versions 
● Internal versions only updated after passing tests
● Security team handles critical updates (CVEs)
● Swap-in updates where possible
● Package internal (company) tools as RPMs
● Battle-tested config management 

These precepts were in place BEFORE CentOS Stream existed



Scope of environment
● Varies in size from 2000 to 4000 vms
● Over 1000 physical machines
● Tens of thousands of container deployments
● Three datacenters in US
● Multi-cloud presence
● Assist in thousands of OT-realtime deployments



Patching
Quarterly Updates:

● Package repos updated from last good nightly build
● Production VMs patched via “in-swap” method*

○ Physical systems patched “in-place”
● Rancher images rebuilt via Koji
● Lorax isos rebuilt via Jenkins job

Nightly Builds:

● Mirrors updated @ 1:30am
● CICD testing - rebuild environment using Kitchen-CI
● “Sandbox VMs” updated/rebooted in place every 15 days



Vendor support
● Security tools

○ Crowdstrike
○ Rapid7
○ Big Fix

● GeoScience
○ PreStack Pro
○ AASPI

● Open Source (It just works)
○ RabbitMQ
○ Victoria Metrics/Prometheus
○ MemSQL/SingleStore
○ And many, many, many more

● Faux-pen Source
○ Elastic Search
○ Hashicorp Suite



RPM Packaging
● Use upstream tools as much as possible.
● Wrote custom integrations for

○ Koji
○ Distgit[7]
○ Cobbler
○ Fedpkg/Fedora-review



Technologies used

Monitoring/Observability
● Zabbix
● Victoria Metrics
● Grafana

Source Control
● Github
● Dist-git
● Consul

CICD
● Jenkins
● Github Actions
● Kitchen CI
● Cobbler
● Koji
● Lorax
● Harbor
● Netscaler

Deployment
● SaltStack
● Docker
● Portainer
● Rancher
● Nspawn
● VMWare
● Cloud



CentOS Stream Jobs



CentOS Stream Jobs - Nightly Repo Updates



CentOS Stream Jobs - Cobbler Repos



CentOS Stream Jobs - imgcanary



SaltStack - Config Management
● Local Testing
● Github Runner Testing 
● Nightly Jobs

○ Alerts via Teams
○ Email Notification

● Uses Kitchen-CI [8]
○ COPR repos available [9][10][11]



CentOS Stream Jobs - ISO Builds



CentOS Stream Jobs - ISO Builds



How it all comes together



Future Improvements

● Better way to test cluster install automation
● Possible use of OpenQA to test images
● Upgrade from dist-git to Pagure



Questions?
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